3GPP TSG SA WG3 (Security) Meeting #93
S3-183541
12-16 November 2018, Spokane(US)


Source:
Ericsson
Title:
New KI: Protection of interface used by NIDD procedures
Document for:
Approval

Agenda Item:
8.6
1
Decision/action requested

It is proposed to add the proposed key issue to the TR 33.861.
2
References

[1]
3GPP TS 23.401 General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access (Release 16)

[2]
3GPP TS 23.682 Architecture enhancements to facilitate communications with packet data networks and applications (Release 16)
[3]
3GPP TR 33.861 Study on evolution of Cellular IoT security for the 5G System (Release 16)
3
Rationale

Non-IP Data Delivery (NIDD) is a part of CIoT EPS optimisations and can be used to deliver unstructured data. NIDD is further defined in TS 23.401 [1] clause 4.3.17.8.1 and in TS 23.682 [2] clause 4.5.14. EPS can deliver the Non-IP data using the Service Capability Exposure Function (SCEF) node which is replaced by the Network Exposure Function (NEF) node in 5GS. 
This document proposes to add a new key issue to TR 33.861 [3] concerning protection of the interface utilized by NIDD procedures.
4
Detailed proposal

***
BEGIN CHANGES
***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 23.724: "Study on Cellular IoT support and evolutionfor the 5G System".

[3]
3GPP TS 22.261:"Service requirements for next generation new services and markets".

[4]
3GPP TR 38.913: "Study on scenarios and requirements for next generation access technologies".
[XX]
3GPP TS 23.401 General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access (Release 16)
[YY]
3GPP TS 23.682 Architecture enhancements to facilitate communications with packet data networks and applications (Release 16)
*** NEXT CHANGE ***
5.X
Key Issue #X: Protection of NIDD interfaces

5.X.1
Issue details
Non-IP Data Delivery (NIDD) is a part of CIoT EPS optimisations and can be used to deliver unstructured data. NIDD is further defined in TS 23.401 [XX] clause 4.3.17.8.1 and in TS 23.682 [YY] clause 4.5.14. EPS can deliver the Non-IP data using the Service Capability Exposure Function (SCEF) node which is replaced by the Network Exposure Function (NEF) node in 5GS. 
The interface utilized by the NIDD procedures between the NEF and the Application Function (AF) is supposed to transfer data and therefore needs to be properly evaluated. 

5.X.2
Security Threats

In case the interface used by the NIDD procedures lack confidentiality, integrity and replay protection between authenticated endpoints it will be possible for an attacker to eavesdrop, alter data unnoticed and replay packets.
5.X.3
Potential security requirements

The NEF-AF interface shall support confidentiality, integrity, and replay protection.
***
END OF CHANGES
***
